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Problem
Wibu has addressed some vulnerabilities in the updated version of CodeMeter Runtime. These vulnerabilities

include CVE-2023-24540, CVE-2023-38545, and CVE-2023-3935.

Mastercam 2024 and the Licensing Utilities installations use the CodeMeter Runtime 7.60, which contain the above-

mentioned vulnerabilities.

Cause
Mastercam 2024 and the Licensing Utilities installations use the CodeMeter Runtime 7.60, which contain the above-

mentioned vulnerabilities.

Solution
All users and servers running Mastercam 2024 and earlier versions should download and install the latest version of

CodeMeter 7.60d from here.

For more information regarding the vulnerabilities addressed in the latest release of CodeMeter, please visit Wibu’s

Security Advisory page.
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Security Advisory

https://cdn.wibu.com/fileadmin/wibu_downloads/security_advisories/AdvisoryWIBU-231024-01.pdf
https://cdn.wibu.com/fileadmin/wibu_downloads/security_advisories/AdvisoryWIBU-231017-01.pdf
https://cdn.wibu.com/fileadmin/wibu_downloads/security_advisories/AdvisoryWIBU-230704-01.pdf
https://downloads.mastercam.com/public/drivers/CodeMeterRuntime_7_60d.exe
https://www.wibu.com/us/support/security-advisories.html
https://my.mastercam.com/knowledgebase/?tid=1820

